
UNIQUE USERNAMES SEEN ACROSS 

ALL SUSPICIOUS REQUESTS1.6m+

ThreatX identified suspicious traffic from various IP 
addresses using the following User-Agent header:

SUSPICIOUS USER 

AGENT SHOWS UP IN 2.5m+
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Top 25 Usernames Observed
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~2.5M Requests

<80K Requests

Rate of Attack Requests From Fingerprinted Bot Within 48 Hours

Attack bot’s number of :

86,266
UNIQUE IP ADDRESSES

5,021
ASNs /ASOs

176
COUNTRIES

Get more details on this attack in the ThreatX Labs research 
report, Anatomy of a Targeted Credential Stuffing Attack.

READ MORE

ThreatX is managed API and application protection that lets you secure them with confidence, not complexity. It blocks botnets and advanced attacks 
in real time, letting enterprises keep attackers at bay without lifting a finger. Trusted by companies in every industry across the globe, ThreatX profiles 
attackers and blocks advanced risks to protect APIs and applications 24/7. Learn more at www.threatx.com.

Bot inserted 
IP addresses as 
a timezone — 
suggesting a 
targeted attack 

OF SOURCE IPs FLAGGED 

AS COMPROMISED SERVERS

T I M E S  S E E N

0 500250 1,000750 1,5001,250 2,0001,750

100.42.65.226
45.228.254.90
196.25.119.94
155.93.95.249

165.165.156.146
37.150.121.246

186.208.255.251
113.190.173.3

155.93.93.66
147.91.111.100
196.179.244.88

154.239.9.130
116.68.105.52
193.194.80.43
59.103.193.68
189.48.169.72
41.218.198.39
197.230.91.93

118.101.245.151
115.135.147.244

103.180.73.62
45.176.211.170

80.78.74.76
102.16.81.13

82.194.3.82

IPs Used in Credential Stuffing Attack

1,857
857
855

672
649

594
568

535
530

508
503
497

447
439
437
431
430
429

422
418

405
405
402
401

484

S
O

U
R

C
E

 I
P

Only targeted a single 
host/domain

Passed arguments as 
the POST parameters 
that were the same:
• UserName
• Password
• ClientTimeZone

Only made requests 
against the same login 

endpoint/URI for the app

Always used POST 
HTTP method

TRAFFIC OBSERVED
USING THIS USER AGENT
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Anatomy of a 
Distributed Credential 

Stuffing Attack
One of ThreatX’s customers recently experienced 

a credential stuffing attack, illustrated below. 

requests

https://info.threatx.com/hubfs/ug/Credential_Stuffing-Anatomy.pdf
https://info.threatx.com/hubfs/ug/Credential_Stuffing-Anatomy.pdf
https://www.threatx.com



